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CardConnect IFRAME Personalization for iReceivables

Pre-Work

Approach

Page Layout

This document is intended to serve as a guide to enable an XXPPS personalization to use an
embedded IFRAME to prevent credit card numbers from being entered directly into the New
Credit Card form under:

e iReceivables -> Customer -> Account Summary -> Account Details -> Pay

The following steps should be executed before defining the personalization:

1. Set Profile Option: FND: Personalization Region Link Enabled = Yes
2. Set Profile Option: Personalize Self-Service Defn = Yes

The general approach to installing or enabling this personalization relies on the following 5 steps:

1. Insert JavaScript function definitions into the header of the target page
Hide existing Oracle credit card number field

Add IFRAME tag to embed new credit card number field into page
Add a small script to hide elements and override onblur events

Deploy html page for nested IFRAME source on CardConnect server

a b~ w D

Please note: elements rendered in red in this document are location or server dependent. Please
be sure to update these values if the filenames, servernames or deployment locations change.

First let's examine the page and identify points for integration. ltems 1 through 4 above will be
addressed as follows:

1. Personalization at page header to embed function definitions

2. Personalization in New Credit Card region for IFRAME, hide of cc field and onblur
override

Rl e




Installation

Embedding JavaScript Function Definitions

We will begin with the steps required to enable the personalization for embedding the JavaScript
function definitions. To enable this personalization, please perform the following steps:

1. Visit the targeted page

2. Click on the Personalize “Invoice Payment Form” link as illustrated below:

8 M Ve | St Do | o Wb S | CardCommect Weh Tok. o POST 60 LM 5990

4. Fill'in the following details on the Create Item form:



4, @ orlin.prinpay.com8000/0A_HTML/OA jsplpage=/oracle/apps/nd/framevark/ personalization/webui/MainPGL 1= 703253159 8

EeaddBreadCrumb=$&oapc=17

Most Visited [ iStore Demo [ Oracle WebLogic Serv..

ACLE Bill Management

] CardConnect Web Tok... fa POST GO LIVE SUPPO...

Create liem

* Indicates requred field
Level [stels]
Iem Style [ Raw Text )
Property value
- I

Admin Personaization [ true [=
Attrbute Set
€55 Class

Comments

Data Type VARCHARZ [=

Export View Attribute [

extands |

Intal Sort Sequence [none [

oW [l
Promot

Rendered [true [=]
Scope )

Search Alowed fake

Sort Alowed no m

Total vaue fakse
User Personalzation | fabe [ =
I
I

Sort By View Atmbute [
Tox I
[fase [=]

View Attrbute

View Instance

Item Style Raw Text
ID XXppSARIFRAMEScript
Text Copy and paste in the entire script below:

Note: The URL is red should be tweaked for
your implementation by replacing <site>
with your Card Connect site name. For
example, in PROD the value will be lion but
for all UAT instances it will be lion-uat

<script>
function getOptionsValue (target, targetText) {
var optionText = "";

var targetOptions = document.getElementById (target) .options;

for (var 1 = 0; 1 < targetOptions.length; i++) {
optionText = targetOptions[i].text;

if (optionText == targetText ) {
return targetOptions[i].value;
}
}
return;

}

function maintTabOrder (e) {
var keycode = e.keyCode;

if (keycode==9) {
iframeWin = document.getElementById ("xxppsIframe") .contentWindow;
iframeWin.postMessage ("focus:ccnum", "https://<site>.cardconnect.com") ;
return false;

I elee {

return true;

}

function listener (event) {
if (event.data!=null) {
var actionEnd = event.data.indexOf (":");

var action = event.data.substring(0,actionEnd) ;

switch(action) {



case "focus"

var target = event.data.substring(actionEnd+1l) ;
document .getElementById (target) .focus () ;
break;

case "alert"
var msg = event.data.substring(actionEnd+1);
alert (msg) ;
break;

case "value"

var targetValuePair = event.data.substring(actionEnd+1) ;
var targetEnd = targetValuePair.indexOf (":");
var target = targetValuePair.substring(0, targetEnd) ;

var value = targetValuePair.substring(targetEnd+1) ;

if (value == "EMPTY") {
document.getElementById (target) .value = "";

} else {
if (target == "NewCreditCardExpMonth" || target == "NewCreditCardExpYear" ) {
document.getElementById (target) .value = getOptionsValue (target,value) ;
} else {

document.getElementById (target) .value = value;
}
}
break;
default:
break;

}

if (window.addEventListener) {

addEventListener ("message", listener, false);
} else {

attachEvent ("onmessage", listener);
}

</script>

5. Once complete, your page should look similar to the following:
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6. Click Apply



7. Click Return to Application link at the bottom of the page

Configuring Card Related Items

Now we will add the personalization items related to hiding and displaying card entry fields. If you
have not already done so, please select “New Credit Card” option in the Payment Method select
list.

1. Click on the Personalize “New Credit Card” link



Ex3nae “SeRC PR Mead

et samnsa e ot ot B

Exaense e Qi Grd Tms”
“Cotng mwon bows +

Save et cad or b e

ot Securey Cota
Esasnien Tible Lot (S eCada TR

P (s tha e -5 cse an tha Sunt of the card
ek B arets (enCEAdG e

g Bbrenn
= oy [Unted Stmes aQ & oo
"l 405 Ea By B oy v
At s w1
Astem Fosal Code B4508
s

Click on Create Item icon next to Message Component Layout element
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Fill in the following details on the Create Item form:

31598uretainAM=Y &addBreadCrumb=S&oap

Create ltem

* Indicates requred field
Level [ste[]

Item Style [Raw Text
Property Value
“D |
Admin Personaiization | true [w]
Attribute Set [
CSS Class |
Comments |
Data Type [varcHar2 <]
Export View Attribute |
Extends [
Initial Sort Sequence [none []

No Wirap [false [2]
Prompt |
Rendered [troe [&]
Scope |

Search Alowed [ false [<]

Sort Allowed [ T3]
Sort By View Attribute|

Text |

Total Value [False [=1

User Personalzation | faise [

View Attribute |

View Instance |

Dagnostics Home Logout Pre




Item Style Raw Text
ID XXppsARIFRAME
Text Copy and paste in the entire script below corresponding to

your environment and panpad usage replacing <site>with
your Card Connect site name.

For example, if your CardConnect site name were
BobsAuto and you were not using a PanPad device, you
would enter:

<iframe id="xxppsIframe" marginwidth="0" scrolling="no"
height="32"frameborder="0" src="
https://bobsauto.cardconnect.com/c/ccIFrameTokenizer base.html"
allowTransparency="true"></iframe>

****Please note: The url above is only an example and
should NOT be used in your deployment.

DEV (Non-Swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0" src="
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer base.html"
allowTransparency="true"></iframe>

DEV (Using swipe device):

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0" src="
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html"
allowTransparency="true"></iframe>

PROD (Non-Swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0" src="
https://<site>.cardconnect.com/c/ccIFrameTokenizer base.html"
allowTransparency="true"></iframe>

PROD (Using swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0" src="
https://<site>.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html"
allowTransparency="true"></iframe>

3. Once complete, your page should look similar to the following:




5.

p crouerem 2|

" @ orlin.prinpay.com:8000/0A_HTML/OA jsp?page= %2Foracle%2Fapps%2Ffnd %2Fframework %2F personalization %2Fwebui%2FMainPG&pl 3nevtaid=MainPageCO& ti=703253159,

|8 Most Visited | iStore Demo || Oracle WebLogic Serv...

ORACLG'BHI Management

| CardConnect Web Tok... && POST GO LIVE SUPPO...

1, Warning
Lowlevel Diagnostic Logging is turned on. This may temporardy reduce performance.
Update item

* Indicates required field

Level Site
Item Style Raw Text
Property Value
=D XXpDSARIFRAME
Admin Personalization [ true []
Attribute Set [
€SS Class |
Comments |
Data Type [varcrarz ]
Export View Attribute |
Extends

[
Initial Sort Sequence | none :
No Wrap false j

Prompt [
Rendered true [v
Search Alowed [ faise [+

Sort Alowed no i

Sort By View Attribute|

Text [<iframe id="xxpps!frame" marginwidth="0" scroling="no" hexght="32" frameborder ="0" src="https: //f
Total Value faise [w|

User Personaization | false [

View Attribute |

View Instance |

Diagnostics Home Logout Preferenct

About this Page  Privacy Statement

Click Apply
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If needed, click Reorder to move the new element into the proper location:
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ORACLEBill Management

1) Wasning

This oy tesgrarty
Perscastize Region; ew Crodt Card
[res—pa—

Mansge Levels

Scape Region: Hew Credit Cand
Docurmest lime  oracih) apps/ar/Iroc/ acoountDetats pay/ wobud! ARI_IVOICE_PAYMINT PAGE

miestor Viskm Operations
Fempanchiey Wecebwabies 2.0 Isternal

sy [ i
[r—

edute Fersonatced Bers Oy

L

Move the new element up by highlighting and clicking the up button 3 times

Reorder Contents
Original Definition Site Organization
(MewCCInstruction) -
Card Holder Name Personalize A/D')fésonahze
E;t;?;t%;dljgtuember (MewCCInstruction) . ® Inherit Order L ®
i Card Holder Name @ @
Save credit card for fater use Cradit Card Numbar
Expiration Date (] ]
Save credit card for later use ® @
(NEWCCMEssageCDmpLaynut_m\RN)'\
~
Reorder Contents
Original Definition Site Organization
(NewCCInstruction) -
Card Holder Name Personalize [71 personalize
Credit Card Number = =
Expiration Date (NewCCInstruction) - & Inherit Order | &
; Card Holder Name (A I
Save credit card for later use 5 @
(NewCCMessageComplLayout_miRN)
Credit Card Number % )]
Expiration Date \;}L 9
Save credit card for later use

To set the associated prompt for the IFRAME element, click the Update Item icon next to

the (now appearing) Message Layout element:
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10.

o onmect Web Tok. & OST GO UV 5990,

hoose Contest | | Manage Lavels

Scxpe. Maghon: Wew Credit Cand
Ccurmact ot oracin] 2pps) e e 3ccountDet s pay  webss! AKI_BVOICE_PAYMENT_PAGE
Sae e

L Saach

TenregToe

Then set the Prompt value to “* Credit Card Number” (without the quotes)

LI /AL L= 5l Management

Vision Operations-A. C. Networks-1143-Provo (OPS)-1424

/& Warning

Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.

Update ltem

* Indicates required field

Level Site
Itemn Style Message Layout

Property *Value
= 1D NewCCMessageCompLayout_mIRN

Admin Persona\izatmnl true :

Attribute Set

Comments I

Extends

Prompt I* Credit Card Number
Rendered I true :

Scope I

About this Page  Privacy Statement

Click Apply

The lower portion of the personalization page should now resemble the following:



12
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= Headar: Mev Credt Sand ver I )
& 3 Massago Componunt Layou: (ewC CHecaguCmetarst) v P 3
Mesagn Sty Tet: (hewCEinstnction] Vs 7
Message Test gt Card ko e e ”
@ 5 Memape Louts * Cres Cord umber ves 7 P
Row Taxt <from ideoppafiame’ margmesha"i” s A s <t ves ) s 8
Mesiaga Tast Rout: radE Card rmbar v 7
© 9 Mo Loyots Eprston Date ver 7
P S Toble Loy (NewCCLayoueTabe] e 7
Mesaga Chack B Sove e cant et e ves -
G | Masago Compunent Layuut: (e CCScauniyCodelapout) PR a
® 3 memage tyoues secrmycosesporer) = ’
Spacer: (NeweCSpacac) Vs 7
Mezzagn Tost Nput: Card Secutly Cods Vs ” .
Memage Lao: (NewCCS cartyCedeL gt i) ves 7 PR
@ ETetieLy (rssarncodToLm) » )
& O owLap (TpRsen v 7 2| a
P 5 coll Frmat: (TeSporarCal) v ) 2
@ o Fermets (Tomemmpecel] v 7 | ©
@ O Sack Loy (NewCOABresaRegon) 7 )
Headar: Bling Addrezs v -
ot <5t St Oy oS b e = . o v E ERE
fm— o —
[Fmy—— ot conta | | Masga nauis |

11. Click Return to Application link at the bottom of the page
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Hiding Oracle Fields and Overriding onblur

The last step involves hiding the Oracle NewCreditCardNumber field and overriding the default
onblur event for the Cardholder Name field. This change is necessary so that when a customer
TABs out of the name field, the cursor (focus) will be set within the Credit Card Number field in
the IFRAME. With this change, the TAB will cause focus to be set on the frame of the IFRAME
and could confuse the customer.

To enable this each of these personalizations, start from the previous point and perform the
following steps:

8 ot o (] omn O (] Ot Wb S ] oo Wb ok s PEST G0V SUPPO.

< heg="10" Farmebcoder="F ="M Mo i e oMY B Tk W' </t Vo ; , 8

Heater arg Asnes e

1. Click on the Create Item icon Stack Layout element

2. Fill'in the following details on the Create Item form:

€ @ orlin.prinpay.com8000/0A_HTML/OA jsp?page=%

8 Most Visited [ | iStore Demo { | Oracle WebLogic Serv... || CardConnect Web Tok... & POST GO LIVE SUPPO...

ORACL_E Bill Management

Vision Operations-A. C., Networks-1143

Create Item

* Indicates required field

Level [Site[

ItemStyle [Raw Text =
Property Value
=D [
Admin Personaization | true [
Attribute Set |
€SS Class |
Comments |
Data Type VARGHAR2 [w]
Export View Attribute | o
Extends
Initial Sort Sequence [none [

No Wrap [falze [+]
[

Prompt

Rendered [true =)
Scope [

Search Alowed |faise [<)

Sort Allowed [no [+
Sort By View Attribute |

Text |

Total Value [faise <]
User Personalization | faise )
View Attribute |

View Instance |

Diagnostics Home Logout Preferences

About this Page  Privacy Statement




Item Style Raw Text

ID xxXppsARHideCCScript

Text Copy and paste in the entire script below:

<script>

document.getElementById ("NewCreditCardNumber xc ").style.display = "none";

document.getElementById ("NewCreditCardHolderName") .onkeypress = function ()
{maintTabOrder (event) ; };

document.getElementById ("NewCreditCardHolderName") .setAttribute ("onkeypress",
"maintTabOrder (event) ;") ;

</script>
3. Once complete, your page should look similar to the following:

€ @ orinprinpay.com8000/0A_HTML/O

page=a2Foracle2fapps %2Ffnd %2 Fframework %2F personalization %2 Fwebui %2FMain PG &tpl 3nevtaid=MainPageC 08 _ti=1246081183&retainAM=

| CardConnect Web Tok... &a POST GO LIVE SUPPO...

/& Waming
Low-level Diagnostic Logging is tuned on. This may temporarily reduce performance.

Update ltem
* Indicates required field

Level Site

Item Style Raw Text

Property Value
=D >0ppsARHideCCScript
‘Admin Personakzation | true
Attrbute Set |
CSS Class |
Comments |

Data Type VARCHARZ |
Export View Attrbute |

[Extends |

Inkial Sort Sequence m

No Wrap

Prompt. |
Rendered true |w
Scope I

Search Alowed false j
Sort Allowed no j

Sort By View Attribute|

Text |<5cr'nt> document.getElementByld( “"NewCreditCardHolderName").onkeypress = functio

Total Value false |»

User Personaization [ fase
View Attribute |

View Instance |

4. Click Apply



CardConnect IFRAME
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5. Click Return to Application link at the bottom of the page

The final component for the solution is the HTML code for the IFRAME which will reside on the
CardConnect server used by your site. In the URLs below, please replace <site> with your Card
Connect site name.

The URL for DEV this resource when not using a swipe device (PANPAD) is https://<site>-
uat.cardconnect.com/c/cclFrameTokenizer_base.html.

The URL for DEV this resource when using a swipe device (PANPAD) is https://<site>-
uat.cardconnect.com/c/cclFrameTokenizer_ SWIPE_base.html.

The URL for PROD this resource when not using a swipe device (PANPAD) is

The URL for PROD this resource when using a swipe device (PANPAD) is

The server reference for the customer EBS server name must be changed in the script below by
updating the ebsHost value.

If the URL, servername or filename changes, please be sure to update the IFRAME reference in
Step 3 under “Configuring Card Related Items” above.

The generic code for the IFRAME on the CardConnect server is included here for completeness
however no action is required on part of the customer to deploy.

<html>
<head>
<script>

// standard CardConnect tokenization elements --------———————————————

var ccnumCheck = "";
var win = window.parent;
var sourceURL = document.referrer;

var ccfield = "";
function nameField () {
ccfield = document.getElementById ("ccnum") ;
ccfield.value = "";
var rand = Math.floor (Math.random() * 10000000) ;
var name = "ccnum" + rand;
ccfield.setAttribute ("name", name);
resetCard() ;






Post-Work
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The following steps should be executed after defining the personalization:
1. Set Profile Option: FND: Personalization Region Link Enabled = No

2. Set Profile Option: Personalize Self-Service Defn = No



|
CardConnect IFRAME Personalization Customer Standard Form

Pre-Work

Approach

Page Layout

18

This document is intended to serve as a guide to enable an XXPPS personalization to use an
embedded IFRAME to prevent credit card numbers from being entered directly into the Customer
Credit Card creation form within customer maintenance:

e Receivables Manager -> Customers -> Customers -> (maintain any customer account) ->
Payment Details tab -> (create credit card button)

The following steps should be executed before defining the personalization:

1. Set Profile Option: FND: Personalization Region Link Enabled = Yes
2. Set Profile Option: Personalize Self-Service Defn = Yes

3. If not already completed, please modify the custom style sheet as outlined in the
Custom_style_sheet.docx.

The general approach to installing or enabling this personalization relies on the following 5 steps:

1. Insert JavaScript function definitions into the header of the target page
Hide existing Oracle credit card number field

Add IFRAME tag to embed new credit card number field into page
Add a small script to hide elements and create two new buttons
Deploy html page for nested IFRAME source on CardConnect server

a > N

Please note: elements rendered in red in this document are location or server dependent. Please
be sure to update these values if the filenames, servernames or deployment locations change.

First let's examine the page and identify points for integration. Items 1 through 4 above will be
addressed as follows:

1. Personalization to embed function definitions
2. Personalization in Credit Card region for IFRAME, hide of cc field

ORACLE Receivables




Installation
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Embedding JavaScript Function Definitions

First, we will perform the steps required to enable the personalization for embedding the
JavaScript function definitions. To enable this personalization, please perform the following
steps:

1. Navigate to the targeted page

2. Click on the “Personalize Table Layout: (MainTableRN)” link as illustrated below:

ORACL E Receivables

Create nng Adcress

3. Click on the Create Iltem icon next to the “Table Layout: (MainTableRN)” element.

' Personalize Page Hierarchy x ‘:+

€ @ ciinprinpay.com 20! HTML <plpage=%2Foracle3:2Fapps %2Ffnd %2Fframework%:2F personalization%2Fwebui%2F DeleteP Gpl 3nevtid= MainPageCO&perzActL ref=xxpps_arcccciip

nevtpg="52Foracle%2Fapps 32 v C'

[B) Most Visited | Jira workflows _ Reference [ Sharepoint Home 3> Config ltems - All ems (3> ERP Projects - ERP My Oracle Support | http://wiki/ 3, Dashboard - Confluence

ORACL € Receivables

Self Service Javascript || MGRC.CardConnec

| Customers

# Waming
Low-level Diagnostic Logging is tumed on. This may temporarily reduce performance.

Region: | [appsiibyicreditc reditCardCreatePG.MainTableRN

-/ Personalization Context

Scope Region: i/ CreditCardCreatePG.MainTableRN
Document Name v /webui/CreditCardCreatePG
Ste Indude
Organization Vision Operations
Responsibiity Receivables Manager

- Search
Style -
Thie/Prompt/ Text
(D nclude personalzed Ttems Only
Go
) Simple View  ® Complete View
Focus Name MMWWMWNIM&*&MWWM
& t: ( » y
=) Table Layout: (ManTableRN) Yes ¥ a 2
$ = Row Layout: (CCROWRN) Yes 3
5 = Cell Format; (CelFormat3RN) Yes )
& ] Message Component Layout: (DetaiContanerRN) Yes p 27 ]
% =Row Layout: (AddrRow) Yes 2 o) 3
Cell Format: (AddrCel) Yes
Cell Format: (ButtonCel) Yes
S ) Row Layout: (DescFlexRN) Yes 1
& = Cell Format: (CelFormat4RN) Yes 3
o  Header: Addtional Information Yes y

4. Fill in the following details on the Create Item form:



rmm Ttem x B o | B

€& @ orlin.prinpay.com:8000/ 0A_HTML/OA jsp?page= %2Foracle%2Fapps&

2Ffnd%2Fframework %2F personalization %2 Fwebui %2 FMainPGAlpl 3nevtaid=MainPageCO8_ti=160554464 &retain

|(85 Most isited| | | Jira workilows | | Reference B Sharepoint Home B Config ltems - Allitems B ERP Projects - ERP My Oracle Support |

ORACL_E Receivables

7 http://wiki/ 3 Dashboard - Confluenc

Customers
Create ltem
* Indicates required field
Level m /
Ttem Style [Raw Text |-
Property Value
D | A
Admin Personalization m
Attribute Set |
€SS Class |
Comments |
Data Type m
Export View Attrbute |
Extends |
Initizl Sort Sequence m
No Wrap M
Prompt |
Rendered m
Scope |
Search Allowed lﬁ‘z]
Sort Alowed lnn_E
Sort By View Attrbutel
Text | o1
Totzl Value false

User Personalization false :

View Attribute |

View Instance |

s Home Logout Prefe

Item Style Raw Text

ID XXppSARIFRAMEScript

Text Copy and paste in the entire script below:

Note: The URL is red should be tweaked for
your implementation by replacing <site>
with your Card Connect site name. For
example, in PROD the value will be lion but
for all UAT instances it will be lion-uat

<script>

function maintTabOrder (e) {
var keycode = e.keyCode;

if (keycode==9) ({
iframeWin = document.getElementById ("xxppsIframe") .contentWindow;
iframeWin.postMessage ("focus:ccnum", "https://<site>.cardconnect.com") ;
return false;

} else {

return true;

}

function listener (event) {
if (event.data!=null) {
var actionEnd = event.data.indexOf (":");

var action = event.data.substring(0,actionEnd) ;

switch (action) {
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case "focus"
var target = event.data.substring(actionEnd+1l);
document .getElementById(target) .focus () ;
break;

case "alert"
var msg = event.data.substring(actionEnd+1) ;
alert (msg) ;
break;

case "value"
var targetValuePair = event.data.substring(actionEnd+1) ;
var targetEnd = targetValuePair.indexOf (":");
var target = targetValuePair.substring(0, targetEnd) ;
var value = targetValuePair.substring(targetEnd+1) ;

if (value == "EMPTY") {
document.getElementById (target) .value = "";
} else {
if (target == "CCNumber") {
document.getElementById (target) .value = value;
} else {

document.getElementById (target) .value = value;

}
}
break;

default:
break;

if (window.addEventListener) {
addEventListener ("message", listener, false);

} else {
attachEvent ("onmessage", listener);
}
</script>

5. Once complete, your page should look similar to the following:

8 Mt Voted | doa wortiows | Reeerce [ Shaepaiot Mame [ Contigtems - A bems [ 92 Pojecs 199 My Crace Suppent | Wip /ol X Dushboued - Comfivence | SelfServce Jovscopt |~ WGAC.Candonmect ) Giace watonces I ok Tom 'S5

6. Click Apply
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Scope Pages Create Credit Card
Document Name  Joracle/ appsi iby/ creditcard/ setup/ webul [ CreditCardCreatePG
Inchide
Oiganzaton Vision Operations
Responsiity  Receivables Manager

sty -
Tte/Prompt/Text
Incide Persanaized Ttems Oriy
Go

Personalization Structure.

@cample view ) Complete View

sivgil view mode, some tens ur regions may not be visble in the page structure and the rearder or ereate icon may be dsabled for certan nodes. Please swch to complete view mode i you need ful persanaization capabities aver al kens and regons

Seeded
Create Update Delete User  Complete

User
Focus Name Shown Personalizable Personalize Reorder Item  Ilem  Item  Views View
Y H Page Bureon Bar: (PageRuttorBarfi) Yes 4 @ ] e
> 4 Message Companent Layout: (DetalContaneriN) Yes N
&  Row Layout: (AddrRow) Yes @ 1 ]
:_ =) Header: Addtional Informaton Yes P i k.
Flex: (CCRex) Yes ) ,
Ranw Text: <scrgt> function mamtTabOrder(e) { var keyeads = e keyCode; if (key { ifrarmeWin = d t “wxppslirame”). Yes
fr Wi { "focus:conum’”, "hittps: /1 deonnect. com:§4437); return fakie; } else { retum ; } ) function lstener(event) { iflevent.datal=rail) { var
amonEnd = event. data.ndexOf":"); var achon = event. data.substng(0, actionend); swich(actan) { case “focus” : var target = event.data substrng{actonnd-+1);
document. getflementSy | dtarget). focus(); break; case "alert” ! var msg = event.data.substing(amonEnd-+1); alert{msg); break; case “vake” : var targetvakePar = » » ]
‘event.data.substrng{actor€nd+ 1); var targetEnd = targetValiePar.ndexOf{™:"); var target = targetVaku %
targetvauePas substrng(targetEnd+ 1); fvabe == "EMPTY") | document getBlementy| e
e e e Tt VT vt
{ addEvertLstenen"message”, kitener, fabe); } ehe { attachi anmessage”, bt o>
Configuring Card Related Items
Now we will add the personalization items related to hiding and displaying card entry fields.
H H H “ . ]
1. Click on the Personalize icon next to the “Message Text Input: Number” element.
- Personalization Context
Scope Reglon: foracle/ apps/iby/ creditcard [ setup/ webul | CreditCardCreateG. MainTableRN
Docunent Name  Jorache/ apps/ il i
SE=
Organizaton  Vision Operations.
Respansbity  Receivables Manager
- Search
st [ =
Ttk Proergtf Text
St e e
Go
Personalization Structure
Simpie Vew @ Compiste View
Expand Al | Colapse Al
Seeded
User Create Update Delete  User
Focus Name Shown Personalizable Personalize Reorder

) Table Layour: (ManTabieRN)
5 | 5 Row Laynut: (CCRowAN)
@ 1 Cel Format: (CelFormaxshiy
& =l Message Component Layeu: (DetakContanari)

Message Styled Text: Carchokler

Message Text Input: Numbes

Message Chaice; Cardl Brond

Message Text Input; Expration Date

Message Text Input: Name on Card

Message Text Input; Francial Insteution

Messaqe Lavout: (DumeryLayoutin)

2. Update the CSS Class and Prompt fields as shown below:

AL
= :
- :
- '.
= :

Item

Item Item Views
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Scope  Region: /oracle/apps/iby/ creditcard/ setup /webui/ CreditCardCreatePG.MainTableRI
Document Name Joracle/apps/iby/ creditcard/ setup/ webui/ CreditCardCreatePG

Ste Include

Organzation Vision Operations
Responsbity Receivables Manager

 Personalization Properties
-
Clear Personalzation I E -
Choose Levels Displayed
Original Definition Site Vision
Access Key Defauk [tnhert X [inhert 5 [inhent 5
Additional Text Defauk [inhert " [tnhert 5 [inhert x5
Admin Personalization tue [tnhert [x] 5 [thert[=] 5 [inhert[=] 5
Class Defauk [roceps_tidden 5 [iohen 5 [inherc 5
Destination Function Defauk [inhert 5 [tnhert " [tnhere 5
Export View Attribute Defauk [tnherc 5 [tnheri " [inherc 5
Initial Value Defauk [inhert 5 [mhen 5 [inhen 5
Length 25 [tnhert K [inhert 5 [inhent 5
Long Tip Region Defauk [tnhert X [inhert 5 [inhert K
Maximum Length 30 [tnheri 5 [inhert 5 [inher 5
Prompt Number |credi Card L3 |lnheri 5 |]nheri 5
Read Only false [oherc =] 5 [herc[=] [tohere[=]
Search Allowed fase [tohert =] » [tohert[=] [tohet [=]
Selective Search Criteria fase Inhert[7] [nhert[=] [nherc[=]
Sort Allowed no Inhert K [nhert  [=] [inher =]
Tip Message Name Defauk Inhert Q, r Inhert Q@ 5 Inhert

Tip Type none Inhert : 5 Inhert: : 5
Total Value fase Inherit : 5 Inhert : L3
Inhert :

User Personalization fase " Inhert [¥] 5

CSS Class XXSNP_Hidden

Ilnhert : 5
[tnhert [=] 5
Ilnhert : 5

Manager Result / Source
Default / Oniginal Defintion

Default / Original Defintion
true / Onginal Definition
XXPPS_Hidden / Ste
Defaut / Original Defintion
Defaut / Original Definiion
Defaut / Original Definkion
25 / Ongnal Definiton
Default / Original Defintion
30 / Original Definition
Credi Card / Site

fake [ Original Definition
fakse / Original Definkion
false { Oniginal Definion
no / Ongnal Definiton

@ 5 Defou / Original Defintion

none / Orignal Defintion
false / Original Definkion
false / Original Defintion

Prompt Credit Card

3. Click Apply.

4. Next, click on the Create Item icon next to the “Message Component Layout:

(DetailContainerRN)” element.

Scope Region:

Stz Inchude
Organizaton - Vision Operations
Responsbity  Receivables Manager

(CreatePG

swe [ [
Tie/Promat/Text
[l include personaleed Ttems oriy
[ 6o

) Sinple View @ Complete Vew
Expand A1 | Cobapse A1
2

Fous Nome
(=) Tabe Layoue: (ManTabieR)

@ | 5 Row Layou: (CCRowAN)

& ) Cel Format: (CelFormat3AN)

Y 5 Message Companent Layous: (DetakContanesiy)
Message Sryied Text: Carcholder
Message Text Input: Creds Card
Message Choice: Card Brand
Message Text Input: Expraton Date
Message Text Input: Name on Card
Message Text Input; Friancal Instruon
Message Layiut: (DurmewLayetN)

Seeded

User. Create Update Delete  User

Shown Personalizable Personalize Reorder Tem  Tem  Tem  Views
Yes 2] a
Yes a
Yes a
Yes 2 a

AL AL AL

5. Fill'in the following details on the Create Item form:



Create Item

# Indicates required field

Level IS'rte :

Item Style I Spacer E

Property
* 1D

Admin Personalzation | true

Attrbute Set

(S5 Class

Comments

Extends

Height

Rendered true

Scope

Width

L

Item Style Spacer
ID XXppsSpacer
Height 10

6. Once complete, your page should look similar to the following:

Create Item
* Indicates required field

Level ISrte j

Item Style I Spacer IZ|
Property *Value
*1D IxxppsSpacer

Admin Personalization I true j

Attribute Set

CSS Class

Comments

|
|
|
Extends I
|
|
|

Height 10

Rendered true

Scope

Width

7. Click Apply

8. Next, click on the Create ltem icon next to the “Message Component Layout:
(DetailContainerRN)” element again.
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Scope Reglon: ([ CreditCandCreatePt

see Inchude
Organzaton Vision Operations
Respansbity Receivables Manager

Style L]
Tite/Proempt Text
[ inchude personaleed Ttems Oriy

oo ]

Sinple View @ Comnplete Vew
xpand Al | Colapse A

2
Seeded
User Create Updste Delete  User
Fous Name Shown Personalizable Personalize Reorder Ilem  Ilem  Ilem  Views
=) Table Layoue: (ManTableR) Yes r T | @
@& | [ Row Layour: (CCRowAN) Yes g a
& 5] Cel Fermat: (CelFormet3AN) Yes r a
& (= Message Companent Layeut: (DetakontanerAN) Yes 7 T @
Message Gryled Tewt: Cartholder Yes pJ
Message Text Input: Creds Card Yes ”
Message Choice: Card Brand Yes r
Message Text Input; Expraton Date Yes y
Message Text Input: Name on Card Yes s
Message Text Input; Francal Instruion Yes 7
Message Layeur: (DumewLaysutkN) Yes 2

Fill in the following details on the Create Item form:

Create tem x W — _—

€ | @ oriin.prinpay.com:8000/OA_HTML/OA jsp?page=%2Foracie%2F apps %2Ffnd %2Firamework%2F personalization %2Fwebui3%2FMainP G&p1 3nevtaid=MainPageCO& ti=160554464 &retainAM=Y&adc

[8) Most Visited |_ Jira L B int Home [ Config Items - All Items B ERP Projects - ERP My Oracle Support || http//wiki/ 3 Dashboard - Confluence | Self S

ORACL_E Receivables

Customers

Create Item
* Indicates required field

Level |Sike
Item Style | Raw Text =

Property Value

=D I

Admin Personalization WE]

Attrbute Set |

€SS Class |

Comments |

Data Type VARCHAR2 :

Export View Attrbute |
Extends |
Inftal Sort Sequence m
No Wrap m

Prompt |

Rendered true

Scope |-

Search Allowed m

Sort Alowed no -
Sort By View Attrbute |

Text |

Total Value m
User Personalzation IEB
|
|

View Attrbute

View Instance

Item Style Raw Text

ID XXppsARIFRAME

Text Copy and paste in the entire script below corresponding to your
environment and panpad usage replacing <site> with your Card
Connect site name.




26

For example, if your CardConnect site name were BobsAuto and
you were not using a PanPad device, you would enter:

<iframe id="xxppsIframe" marginwidth="0" scrolling="no"
height="32"frameborder="0"
src:"https://bobsauto.cardconnect.com/c/chFrameTokenizer_pust_base.
html" allowTransparency="true"></iframe>

****Please note: The url above is only an example and should
NOT be used in your deployment.

DEV (Non-swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer cust base.html"
allowTransparency="true"></iframe>

DEV (Using swipe device):

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer SWIPE cust base.html"
allowTransparency="true"></iframe>

PROD (Non-swipe device):

<iframe id="xxppsIlframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>.cardconnect.com/c/ccIFrameTokenizer cust base.html"
allowTransparency="true"></iframe>

PROD (Using swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>.cardconnect.com/c/ccIFrameTokenizer SWIPE cust_base.html"
allowTransparency="true"></iframe>

10. Once complete, your page should look similar to the following:



= N —

€ @ orlin prinpay.com:E000/0A_HTML/OA jsp

page=%2Foracle¥:2Fapps%2Ffnd%2Fframework%2F personalization %2Fwebui%2FMainPG&pl 3nevtaid= MainPageCO& _ti=160554464 &uretainAM

Most Visited | Jira workflows

__ Reference [ Sharepoint Home [} Configltems - Alltems [§> ERP Projects - ERP My Oracle Support {_| http://wiki/ X, Dashboard - Confluence |_

ORACI_ ‘Receivables

Customers

Create liem

* Indicates required field

Level |Ste|w
Item Style |Raw Text j

Property Value

* D foppsariFRAME
Admin Personalization ,EE
Attrbute Set |

CSS Cass |

Comments |

Data Type m
Export View Attribute |

Extends |
Inital Sort Sequence m
Mo Wrap [EE

Prompt |
Rendered m
Scope |

Search Allowed false

Sort Alowed no :

Sort By View Attribute |

Text |<ifmme id="x¢ppslframe” marginwidth="0" scroling="no" height="32"frameborder="0" sr
Total Value ls:

User Personalization false

View Attribute

| 184

View Instance

s Home Logout Preferen

11. Click Apply

12. Click on the Reorder icon next to the “Message Component Layout: (DetailContainerRN)”

element.
Scope Region: Py i reditCardCreatePG,
Document Mame | oraclke/apps/ ibyf o
Ste  Include
e o pertons
Responsbity Receivables Manager
| Search

Style -
Tie/Prompe Tex:
Indude Personalzed Items Only
Byl

Smple View @ Complete View
Exnand Al | Cokoe 4

Seeded
Create Update Delete  User

User
Focus Name Shown Personalizable Personalize Reorder Item  Item  Item  Views
) Table Layout: (ManTabeRN) Yes p K
@ | 9 Row Layou (CCRowRN) Yes , 2
Y 5 el Format: (CefFormat3RN) Yes s
Y = Messane Componen: Layous: (DetaiContanerkh) Yes 2 Y 3
Message Styed Text: Cardhokler = P
Message Text Input: Credt Card Yes 4
Message Chaxe: Card Brand Yes »
Message Text Input: Expraton Date Yes
Message Text Input: Name on Card Yes »
Message Text Input: Friancia Insttuton Yes ,
Message Layaue: (DUmmyLayouthn) s
Message Chedk Bex: Snge Use ves ,
Message Check Bax: Company Card ves

13. Move the new “(DetailContainerRN_mIRN)” and “(DetailContainerRN_mIRN1)” elements
up to just below the “Credit Card” element by highlighting and clicking the up button until
the new elements are correctly placed.



Scope  Region: [oracle/apps/iby/ creditcard/ setup/webui/ CreditCardCreatePG.MainTableRN
Document Name  foracle/apps/ iby/ creditcard/ setup/ webui / CreditCardCreatePG
ste  Include
Organization  Vision Operations
Responsbiity Receivables Manager

- Reorder Contents

oniginal Definition site Organkzation
Cardhalder 7
Credit Card —|  [¥lpersonaize ] =
Card Grand . )
Expiration Date Cardholder +] B g Thert order - @
Narme on Card Credt Card | @
Financial Institution Card Brand ) -
(DummyLayoutRN) - Expiration Date 0) @
single Use Hame on Card @ 2
Comgany Card Financial Institution
Purpase (DummyLayoutRH)
nformation Only Single Use =
Description Company Card
Statement aillng Address Purpose

Information Only

Descri

Statement Biling Address

Scope Region: [oracle/ apps/ iby/ creditcard/setup/webui/CreditCardCreatePG.MainTableRN
Document Mame  [oraclefapps/iby/ creditcard/setup/webui/ CreditCardCreatePG
Ste  Include
Organzation Vision Operations
Responsbity Receivables Manager

Original Definition Site Organization
Cardholder -
Credit Card — Personalze [ Personaize
Card Brand
Ex(:lrnr:un Date Cardholder sl @ Inherit Order R
Name on Card Cradk Card ] ]
Financial Institution 7.
DUMMYLAYOULRN = ¥
‘5,,,?,! JEW g Card Brand 2
Company Card Expiration Date
Furpose Name on Card
formation Onky Financial Institution =
Description | | wammytayousny
Statement Billing Address Single Use
= | | company card
Purpase
Information Only
Description
Statement Billng Address

14. Next, move the new “(DetailContainerRN_mIRN)” element up to just below the
“Cardholder” element by highlighting and clicking the up button until the new element is
correctly placed.

Scope  Region: [oraclefapps/iby/ creditcard/ setup/ webui/ CreditCardCreatePG.MainTableRN
Document Name  foracle/apps/iby/ creditcard/ setup/ webui/ CreditCardCreatePG
Ste  Include
Organezaton  Vision Operations
Responsbity Receivables Manager

Original Definition Site Organization

Cardholder Fy -

credit Card ] Personaize [ pe e

Card Brand

Expiration Date Cardholder -| & erit O =

Wame on Card Credit Card
Financial Institution
(DummyLayoutRi) {(DetailContainerRN_mIRNL)
Single Use Card Brand

Company Card

Qe

m

R @

Purpose

Infarmation Gnly
Description

Statement Billing Address

rpose
Information Gnly
Description

Statement Billing Address

Resoonsibility
Scope Region: [oracle/apps/iby/creditcard [ setup/webui/ CreditCardCreatePG.MainTableRN
Document Name  Joracle/apps/iby/creditcard/ setup/ webui/ CreditCardCreatePG
Ste  Include
Organization Vision Operations
Responsbity Receivables Manager
- Reorder Contents.
Original Definition Site Organization

Cardholder
Credit Card
Card Brand

Personalze [lpersonaize

Expiration Date Cardholder - Inherit Order - ®
Name on Card (Detail ContainerRN_miRN) @
Financial Institution Credt Cord
(DetailContainerRR_miRNL) @
Card Brand 2

Expiration Date
Neme on Card
Financial Institution

Information Onky
Desaription
Statement Biling Address

Company Card
Purpose
Infarmation Only
Description

Statement Billing Address



15. Click “Apply”

16. To set the associated prompt for the IFRAME element, click the Update Item icon next to
the “Message Component Layout: (DetailContainerRN1)” element.

Scops Region: il i reditCandCreateP6.
Dooument Name faracle/apps{ iby/ creditcard/ setupf webui/ Credit CariCreat ePG
Ste Include
Organzaton Vision Operations
Responsilty Receivables Manager

I Search
stye [ -
Titke/Prompt/ Teat
Incsde Personsized Ttems Oy
6o
Personalization Structure.

Sirgle View @ Complene View
Expand A | Cobpse &1

Seeded
user Create Update Delete  User
Focus Name. Shawn Personalizable Personalize Reorder Item Item  Item  Views
S Table Layout: (ManTabieRN) Yes . % y
> Row Layout: (CCRONRN) Yes
Y 5 ol Forma: (GolFormat3hn) Yes
Py = Message Companent Layout: (DetaiContainerRh) Yes a
Message Stykd Text: Candhoider Yes
£ Message Layout: (DetaiCortaneriN_miRN) ves , ]
Message Text Input: Credt Card Yes
& H Message Layout: (DetaiCortaneriN_miRi) Yes , » | 3
Message Choke: Card Brand Yes y &
Message Test Input: Expration Date Yes .
Message Text Tnput: Name on Cordl Yes
Message Test Input: Fnancal Insteution Yes
Message Layout: (Durmylayoui) Yes

17. Then set the Prompt value to “Number’

Update Item
* Indicates required field

(without the quotes).

Level Site
Item Style Message Layout

Property *Value

* 1D DetailContainerRN_mIRN1
Admin Personalzation m

Attribute Set I

Comments I

Extends |

Prompt |Number /

Rendered true :

Scope I

18. Click Apply

19. The personalization page should now resemble the following:

Scope Regions /| fibyf creditcard setupf webui] CreditCardCreatePG. Main Tabl
Documert Name /oracle/ appsf by creditcard setup/ webul| CreditCardCreatePG
e Include

Crgarizaton Vision Operations
Responstity Receivables Manager

- Search
Seye =
Tie/Promot Test. |
Inclde Perscnaized Items Only
Go
Persanalization Structure

Smple View @ Complete View
Expand A | Cobse Al

Seeded
Create Update Delete  User

User
Focus Name Shown Personalizable PersonalizeReorder llem  Ilem  Item  Views
= Table Layout: (MarTablefiN) Yes ’ T 1
5 [ Row Layour: (CCRoWRN) Yes , )
Y ) Cel Format: (CelFarmatJaN) Yes 1
@ = Message Companent Layour: (DetakCantanedkh) Yes ’ w 1
Message Styled Text: Carchoder Yes
& ) Message Layoct: (DetalCantanerRN_mRN) ves e FAK]
Message Text Input: Credt Card Yes
@ ) Message Layot: Number Ves 2 R
Message Chakce: Card Brand Yes
Message Text Input: Expration Date Yes
Message Text Inpus: Name on Card Yes
Message Text Inpus: Friancial Insttuton Yes

Message Layout: (DumemryLayoutRN) Yes
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20. Click Return to Application link at the bottom of the page

21. Before using the personalization, you must clear your browser cache. You may also
need to clear Oracle’s cache via the Functional Administartor responsibility.

The final component for the solution is the HTML code for the IFRAME which will reside on the
CardConnect server used by your site. In the URLSs below, please replace <site> with your Card
Connect site name.

The URL for DEV this resource when not using a swipe device (PANPAD) is https://<site>-
uat.cardconnect.com/c/cclFrameTokenizer_cust_base.html.

The URL for DEV this resource when using a swipe device (PANPAD) is https://<site>-
uat.cardconnect.com/c/cclFrameTokenizer_ SWIPE_cust_base.html.

The URL for PROD this resource when not using a swipe device (PANPAD) is

The URL for PROD this resource when not using a swipe device (PANPAD) is

The server reference for the customer EBS server name must be changed in the script below by
updating the ebsHost value.

If the URL, servername or filename changes, please be sure to update the IFRAME reference in
Step 3 under “Configuring Card Related ltems” above.

The generic code for the IFRAME on the CardConnect server is included here for completeness
however no action is required on part of the customer to deploy.

<html>
<head>
<script>

// standard CardConnect tokenization elements ---—-—-—---------—--————

var ccnumCheck = "";
var win = window.parent;
var sourceURL = document.referrer;

var ccfield = "";
function nameField () {
ccfield = document.getElementById ("ccnum");
ccfield.value = "";
var rand = Math.floor (Math.random() * 10000000) ;
var name = "ccnum" + rand;
ccfield.setAttribute ("name", name) ;
resetCard () ;

//return the base host URL for use when invoke web services
function getHostUrl() {

var protocol = window.location.protocol;

var hostname = window.location.hostname;

var port = window.location.port;

var host = protocol + "//" + hostname;

if (port) {

if (port=="8443") port = "443";
host = host + ":" + port;
}
return host;

}
function resetCard() {
win.postMessage ("value:CCNumber:EMPTY", sourceURL) ;

ccnumCheck = "";
ccfield.value = "";
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// add the event listener to the page

if (window.addEventListener) ({
addEventListener ("message", listener, false)

} else {
attachEvent ("onmessage", listener)

}

</script>
</head>

<body style="background:transparent" tabindex = "-1" onload ="nameField ()"
onfocus="ccfield.focus () ;">
<!--body style="background:transparent'"-->
<form name="tokenizer" onsubmit="return false;">
<input name="ccnum" id="ccnum" size="20" maxlength="19" type="text" autocomplete="off"
onblur="getToken ()" />
</form>
</body>
</html>

The following steps should be executed after defining the personalization:

1. Set Profile Option: FND: Personalization Region Link Enabled = No
2. Set Profile Option: Personalize Self-Service Defn = No



___________________________________________________________________________________________________________________________________|
CardConnect IFRAME Personalization Service Requests Form

Pre-Work

Approach

This document is intended to serve as a guide to enable an XXPPS personalization to use an
embedded IFRAME to prevent credit card numbers from being entered directly into the Customer
Credit Card creation form within customer support for field service forms.

The following steps should be executed before defining the personalization:

1. Set Profile Option: FND: Personalization Region Link Enabled = Yes

3. If

Set Profile Option: Personalize Self-Service Defn = Yes

not already completed, please modify the custom style sheet as outlined in the

Custom_style_sheet.docx.

The general approach to installing or enabling this personalization relies on the following 5 steps:

1. Insert JavaScript function definitions into the header of the target page

a > N

Hide existing Oracle credit card number field

Add IFRAME tag to embed new credit card number field into page
Add a small script to hide elements

Deploy html page for nested IFRAME source on CardConnect server

Please note: elements rendered in red in this document are location or server dependent. Please
be sure to update these values if the filenames, servernames or deployment locations change.

Navigation to credit card page
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1.
2.

3.

Navigate to field service responsibility (e.g., Field Service Dispatcher)
Within this responsibility, navigate to new service request creation form

(e.g.,

Service request > Service Requests > Create Service Requests)

“ Mavigator - Field Serwvice Dispatcher, Vision Operations oo,

Functions | Documents

Service Request:Service Requests:Create Service Requests

Create Service Requests

[ le® [0 [e

Note:

Dispatch Center = Top Ten List
- Service Request
Universal Work Queue
+ Customer Management ﬂ
- Service Reguests
Find Service Requests

Workflow Notifications
1N Madac

Navigation may be differernt in customers’ environment.

Enter necessary customer and problem summary information and click on Contacts /
Addresses tab.



stern Time
E [Log and KMotes Dashhoard(F) .
B o st i | B

EEERE 13-JUL 2016 14:478
& .
.. b
N |

~ Contact
it Title I Include Inactive
Prirnary |
_ | | Contact Type First Name Last Mame Relation Contact Method  Type alue
Itc -
l=l= ]
l=1=
(e
~Bill To Addre: Ship To Addre
=] Party Arun Singh Account |5937
Party [Arun Singh Account [3987 Addressee
Addressee | Address 1000 Continental Drive....KING OF PRUSSIA £y - |
Address (1000 Continental Drive....KING OF PRUSSIZ £fy| | Contact Firat Last |
At s T | 1act |

4. Under Bill To Address area, scrool down to credit card field area and click on create or
update card button

Note: User may have to show the credit card field (if not initially visible) using Folder > Show
field menu option

~Bill Ta Address -
=]
Addresses | a
Address |1I]I]I] Continental Drive....KING OF PRUSSIA ﬂJ
Contact First | Last
Card Mumher é] N v

Page Layout

First let's examine the page and identify points for integration. Items 1 through 4 in approach
above will be addressed as follows:

1. Personalization to embed function definitions
2. Personalization in Credit Card region for IFRAME, hide of cc field

ORACLGOCustomer Support

. Navigator v @ Favorites ¥ Diagnostics Preferences Personalize Page Close Window

Create Credit Card
* t
Indicates required field S

Card Holder Arun Singh

* Number Financial Institution
Card Brand | American Express : Description

* Expiration Date * Statement Biling Address Q
(example: 13-3u1-2016)
Name on Card
{If different from Cardholder Name)

34
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Embedding JavaScript Function Definitions

First, we will perform the steps required to enable the personalization for embedding the

JavaScript function definitions. To enable this personalization, please perform the following

steps:

1. If necessary, return to the targeted page

2. Click on the “Personalize Header: (HeaderRN)” link as illustrated below:

ORACLG'Customer Support

n Navigator v @ Favorites ¥

Create Credit Card

Diagnostics Preferences Personalize Page Close Window

* Indicates required field

/

Personalize Header: (HeaderRN)
Card Holder Arun Singh

* Number Financial Institution
Card Brand | American Express j Description
* Expiration Date * Statement Biling Address Q
(example: 13-3ul-2016) :
Name on Card

(1f different from Cardholder Name)

3. Click on the Create Item icon next to the “Header: (HeaderRN)” element.

ORACL € customer Support

7 Navigator v @ Favorites v

Diagnostics Preferences Help Close Window

Personalize Region: foracle/apps/csicszicreditcards/webui/CreditCardPG.HeaderRN

Choose Context Manage Levels |
- Personalization Context
Scope Region: / i webui/ PG.
Document Name /orade/apps/cs/csz/ / CreditCardPG
Function Credit Card Create/Update Page
Ste Indude
Organzaton Vision Operations
Field Service Vision
- Search
Style b4
Tiie/Prompt/Text
[Tl Include Personalzed Items Only
Go |
_ Smple View @ Complete View
Expand Al | Colapse Al
Focus Name smmmmmmmtanﬂ‘}p@nwmnmwmm
(=) Header: (HeaderRN) Yes » ol 3

¢ T Message Component Layout: (CredrCardCreateRN) Yes 2 o) a

Message Styled Text: Card Holder Yes »

Message Text Input: Number Yes

Message Choice: Card Brand Yes »

Message Text Input: Expiration Date Yes

Message Text Input: Name on Card Yes »
& [ Message Layout: (messageLayoutSpce) Yes P a3

Spacer: (spacer1) Yes
Spacer: (spacer2) Yes »

Message Text Input: Financal Institution Yes

Message Text Input: Description Yes »
& (=) Message Lov Input: Statement Biling Address  Yes »

4. Fill in the following details on the Create Item form:



ORACL € customer Support

n MNavigator v B Favorites ¥

Create Item

* Indicates required field

Level |S'rte E
me

Item Style | Raw Text

Property Value
=D || A

Admin Personalization Itrue :

Attribute Set |

€SS Class |

Comments |

pata Type [Varce o]
Export View Attribute

Extends

i

Initial Sort Sequence | none

No Wrap false
Prompt |
Rendered Itrue :
Scope |
Search Allowed false
Sort Alowed I no :
Sort By View Attrbute |
Text | r'g
Total Value false
User Personalization false
View Attribute |
View Instance |
Item Style Raw Text
ID XXppsCSIFRAMEScript
Text Copy and paste in the entire script below:
Note: The URL is red should be tweaked for
your implementation by replacing <site>
with your Card Connect site name. For
example, in PROD the value will be lion but
for all UAT instances it will be lion-uat
<script>

function maintTabOrder (e) {
var keycode = e.keyCode;

if (keycode==9) ({
iframeWin = document.getElementById ("xxppsIframe") .contentWindow;
iframeWin.postMessage ("focus:ccnum", "https://<site>.cardconnect.com") ;
return false;

} else {
return true;

}
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5. Once complete, your page should look similar to the following:
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ORACLE Customer Support

N Mavigator v

Create ltem

* Indicates required field

Level | Site |Z|

Trem Style | Raw Text [=]
Property Value
=D JotppsCSIFRAMEScript

Admin Personalization Itrue :

Attribute Set |

€SS Class |

Comments |

Data Type IME
Export View Attribute

Extends

Initial Sort Sequence || none

At

Mo Wrap false

Prompt

Rendered true

Scope

Search Allowed false

Sort Allowed IHD_E

Sort By View Attribute|

Text |l<5cript> var syToken = "™;  function maintTabOrder(e) {
Total Value false

User Personzlization false

var keycode = e.keyCoi

View Attribute |

View Instance |

Click Apply

Pl

Dogsmart tama Jorack/appai s/ crchtcards weks  CradCardiG

Functen  Crefit Card Cruataj Upetn Page.
Str ke

ot Ve Opeeatiens
Samaicy Pkl Sorvicn Dispatciue, Vison Operatices.

Sercl Viem  ® Corgleta Ve
Esand &l | Cakiosa &)

(CrmdesCreateR)

Warmage Test Ioput; Expraton Date

Y 8 Wasszge Lapouts (nassagalayoutSpec]
Wesage Test Iput: Frascdl bsttation
Warmage Test Ipus: Dascrpbon

@ s Lor ot Statament Blng Addoess

NERERNNYNNS

NN

& a

Chosss contmt | | Hanaga Lavsts |



Configuring Card Related Items

Now we will add the personalization items related to hiding and displaying card entry fields.

1. Click on the Personalize icon next to the “Message Text Input: Number” element.

Scope Region: CreditCardPG Headeril
Document Name
Fundion  Credit Card Create:/ Update Page
Ste Include
Crganzaton  Vision Operations
Resporsbity Field Service Dispatcher, Vision Operations

Style =
TefPromet/ Text

7] inchude Persanaized Irems Oriy.
Lo ]

Saple View @ Compiete View
Expand Al | Cobsose A1

@

Seeded
User (Create Update Delete  User
Focous Mame: Shown Personalizable Personalize Reorder Ttem  Ttem  Ttem  Views
[ Header: (HeaderRN) Yes 2 ) a
@ = Message Component Layout: (CredtCardCreateRN) Yes 7 \g (]
Message Styled Text: Card Holder Yes Fd
Message Text Input: Number Yes rd
Message Choce: Card Brand Yes 7
Message Text Input: Expration Date Yes 7
Message Text Input: Name on Card Yes 7
Py B Message Layous: (messagelayoutsper) Yes PR
Message Text Input: Fiancal Insthman ves ]
Message Text Input: Description Yes 4
@ [P Message Lov Input: Statement Blng Addvess Yes -
Py Bl Message Layoue: (messagelayouDumemy) Yes )
< | [Pimessage Componert Layour: {CredeCardupdateRN) Yes Z o)
Scope  Region: foradle/ {cs/csz/ |/ CreditCardPG.
Document Name ~ foracle/apps/cs/csz/ creditcards/ webui/ CreditCardPG
St Include
Organizston  Vision Operations
ity Field Ser ;, Vision
Clear Persanalzation | =] [Go | | ChooseLevels Displayed |
Original Definition Site Vision Of Field Service cher, Vision O 1 Source
Access Key Defauk |inhert % [inhent " |inhert ® Defauk / Orignal Defintion
Additional Text Defauk Jtnher 5 [Inher 5 [ohem " Defauk / Original Definicion
Admin Personalization true IInhErt j 5 Inhert | = | x Inhert (¥ | x true / Orignal Defintion
€SS Class Defauk JpoPs_tidden 5 [ et 5 |Inherk 5 J0PPS_Hidden / Site
Destination Function Defaut [inhert " [1nhent - [inhert 5 Defaul { Orignal Defintion
Export View Attribute Defaut Jtnhert , [1nhert - |tnhert . Defaut { Orignal Definttion
Initial Value Defauk [inhert x [inhert . [inhert x Defauk / Orignal Defntion
Length 25 Jtnhert x [1nher . |Inheri x 25 / Original Defintion
Long Tip Region Defauk [trhert " [tnhert - [tnhert 5 Defauk / Orignal Defintion
Maximum Length 30 Jtnhert] ® [nherit . |Inhert " 30 / Original Defintion
Prompt Nomber [cred card 5 [inhe 5 Jiohenc 5 Credk Card / Ste
Read Only false [tonere =] Inhert [=] . Inhert ] false [ Original Definion
Search Allowed false Ilnhert j " Inherk | % », Inhert [®] » false / Orignal Definition
Selective Search Criteria false |Inhm : " Inhert | % » Inhert (%] false [ Orignal Definition

Sort Allowed no Ilnherl: A Y Inherit >l Inhert = no / Original Defintion

Tip Message Name Defaut Inherit Q, & Inhert @, x |Inhert Q x5 Defaukt | Orignal Defintion

CSS Class XXSNP_Hidden

Prompt Credit Card

3. Click Apply.

4. Next, click on the Create Item icon next to the “Message Component Layout:
(CreditCardCreateRN)” element.



Scape Reglons
Document Nome Joracle/appscsfcsz/ creditcards webai/ CreditCardPG
Functon  Credit Card Create/Update Page
Stz Imclude

Orgenizaten Vision Operations
Responskiry  Field Service Dispatcher, Vision Operations.

Sty I=d
Tike/Prompt/ Text
Il 1nciude Personaized Ttems Oaly
ey

) Smple View @ Camplete View
Expand A | Cobose 1

&
Sceded
User Update Delete  User
Focus Name. Shown Personalizable Personalize Reorder Item  Itemm  llam | Views
(= Header: (Headervn) ves 7 & oa
@ | 5 Message Component Layour: (CredeCardCreateAN) s 7 @ | a /
Message Styld Tex: Card Holder Yes ”
Message Text Inpat: Creck Card ves ”
Mesaage Choce: Card Brand ves -
Message Text Inpar: Exgiraton Date Yes 7
Message Text Input: Name on Card ves ”
G | 5 Message Layout (messogelayoutspes) Yes 7w
Spacer: (spocerl) Yes r
Spacer: (spacerd) Yos ”
Mesaage Text Input: Fnanc Insttuton Yes ”

5. Fill in the following details on the Create Item form:

Create Item

# Indicates required field

Level ISrte :

Item Style I Spacer E

Property *Value
*1D

Admin Personalzation|| true

Attribute Set
€SS Class

Comments

Extends

Height

Rendered true

Scope

T

Width

Item Style Spacer

ID xxXppsCSSpacer

Height 10

6. Once complete, your page should look similar to the following:
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Create ltem

* Indicates required field

Level | Site
Item Style I Spacer |Z|
Property Value
*1D IxxppsCSSpacer

Admin Personalization I true j

Attribute Set

CSS Class

Comments

10

true

Height

Rendered

Scope

|
|
|
Extends I
|
|
!

Width

Click Apply

Next, click on the Create Item icon next to the “Message Component Layout:
(CreditCardCreateRN)” element again.

Fill in the following details on the Create Item form:

ORACLE customer support

N Mavigator v @ Favorites v

Create Item
* Indicates required field
Level | Site E|
Item Style | Raw Text [~]
Property Value
* D |

‘Admin Personalization || true j

Attribute Set |

CSS Class |

Comments |

Data Type [VArcHaRz [=]
Export View Attribute [

Extends |

Initial Sort Sequence m

No Wrap false

Prompt |

Rendered m
Scope |

Search Alowed false

Sort Alowed lnn—E

Sort By View Attribute |
Text |

Total Value false j

User Personalization fake

View Attribute |
View Instance |
Item Style Raw Text
ID xxppsCSIFRAME
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Text Copy and paste in the entire script below corresponding to your
environment and panpad usage replacing <site> with your Card
Connect site name.

For example, if your CardConnect site name were BobsAuto and
you were not using a PanPad device, you would enter:

<iframe id="xxppsIframe" marginwidth="0" scrolling="no"
height="32"frameborder="0"
src="https://bobsauto.cardconnect.com/c/ccIFrameTokenizer_service ba
se.html" allowTransparency="true"></iframe>

****Please note: The url above is only an example and should
NOT be used in your deployment.

DEV (Non-swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer service base.html"
allowTransparency="true"></iframe>

DEV (Using swipe device) :

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer SWIPE service base.html"
allowTransparency="true"></iframe>

PROD (Non-swipe device):

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>.cardconnect.com/c/ccIFrameTokenizer service base.html"
allowTransparency="true"></iframe>

PROD (Using swipe device):

<iframe id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0"
src="https://<site>.cardconnect.com/c/ccIFrameTokenizer SWIPE service base.html"
allowTransparency="true"></iframe>

10. Once complete, your page should look similar to the following:




ORACL_E customer Support

n Navigator ¥ B Favorites ¥

Create Item
* Indicates required field
Level I Site El
Item Style | Raw Text [=]
Property Value
“D JoxppsCSIFRAME
Admin Personalization m
Attribute Set |
CSS Class |
Comments |
Data Type [varaiarz [+]
Export View Attribute |
Extends |

Initial Sort Sequence Inone :
MNo Wrap If—:llse :

Prompt |

Rendered m
Scope |

Search Allowed m

Sort Allowed Ino_E

Sort By View Attribute |

Text ||-<'rfmme id="xxxppsIfrarne"” marginwidth="0" scroling="no" height="32"frameborder="0" sr
Total Value false

User Personalization false

View Attribute |
View Instance |
11. Click Apply

12. Click on the Reorder icon next to the “Message Component Layout:
(CreditCardCreateRN)” element.



=l Personalization Context

Scope  Region: [oracle/apps/cs/csz/ creditcards/ webui/ CreditCardPG.HeaderRN
Document Mame [oracle/apps/cs/csz/creditcards/webui/CreditCard PG
Function Credit Card Create/Update Page
Site  Include
Organization Vision Operations
Responsibility  Field Service Dispatcher, Vision Operations

=l Search
style | [=]
Title/Prompty Text
[Flincude Personalzed Ttems Only
Personalization Structure

© simple View omplete View

Expand Al | Colapse Al

&
User Create Update Deletel
Focus Name Shown li der Item Item Item
[=l Header: (HeaderRH) Yes 4 o 3
& = Message Component Layout: (CreditCardCreateRN) Yes P ]
Message Styled Text: Card Holder Yes s
Message Text Input: Number Yes /
Message Choice: Card Brand Yes 7
Message Text Input: Expiration Date Yes _/7
Message Text Input: Mame on Card Yes v
& Message Layout: (messagelayoutSpce) Yes s 5
Message Text Input: Financial Institution Yes /
Message Text Input: Description Yes s
& Message Lov Input: Statement Biling Address Yes V4
& Message Layout: (messagelayoutDummy) Yes v =0
& [=) Message Layout: (CreditCardCreateRN_mIRN) Yes ' 4 it

13. Move the new “(DetailContainerRN_mIRN)” and “(DetailContainerRN_mIRN1)” elements
up to just below the “Credit Card” element by highlighting and clicking the up button until
the new elements are correctly placed.

Scope  Region: foracle/apps/cs/ csz/ creditcards/webui/ CreditCardPG.HeaderRN
Document Name  [oracle/ apps/cs/csz/ creditcards/ webui/ CreditCardPG
Function  Credit Card Create/Update Page
Ste Include
Organzaton  Vision Operations
Responsbity Field Service Dispatcher, Vision Operations

Reorder Contents

Original Definition Function Site
Card Holder -

Credit Card Personalze ¥ Personalize

Card Brand

Explration Date Inherit Order .| & card Holder | ®
Name on Card = [ A Credit Card A
(messageLayoutSpoe) Card Brand

Financial Institution ¥ Expiration Date

Description ¢ Name on Card

(messageLayoutSpce)
Financial Institution
Description

Statement Biling Address

Statement Billing Address
messagelayoutDummy) d

Scope Region: [oracle/apps/cs/csz/creditcards/webui/CreditCardPG.HeaderRN
Document Mame /oracle/apps/cs/ csz/ creditcards/ webui/ CreditCardPG
Function Credit Card Create/Update Page
Ste  Include
Organzation Vision Operations
Responsbity Field Service Dispatcher, Vision Operations

Original Definition Function site

| Card Holder 2

Credit Card Personalze Y| Personakze

Card Brand 2 - 2
Expiration Date Inherit Order - Card Holder e )
Wame on Card = Q Credit Card A

(messagelayoutSpce)
Financial Institution

Description @ Carg Brand )
Statement Billing Address Expiration Date
(messagel ayoutDumm

[T

= Hame on Card
(messagelayoutSpce)
Financial Insttution
Description

Statement Billing Address

(messageLayoutDummy) aa
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14. Next, move the new “(DetailContainerRN_mIRN)” element up to just below the “Card
Holder” element by highlighting and clicking the up button until the new element is

correctly placed.

Reorder Contents
Qriginal Definition Function
Card Holder - )
Credit Card | Personalize
Card Brand

Expiration Date Inherit Order
Name on Card
(messageLayoutSpce)
Financial Institution
Deseription
Statement Billing Address

|(messagel ayoutDummy)

Reorder Contents
Original Definition Function
Card Holder a]l
Credit Card Personaize
Card Brand

Expiration Date Inherit Order
Name on Card = |
(messageLayoutSpce)

Financial Institution

Description

Statement Billing Address
(messageLayoutbummy) >

15. Click “Apply”

Scope
Document Name
Function

Site

Organization
Responsibilty

Site

| Personalze

Card Holder -
Credit Card

CreditCardCreateRN_mIRN
reditCardCreateRN_mIRN1)
Card Brand

2
Expiration Date =
Name on Card

(messagelayoutSpoe)

Financial Institution

Description

Statement Billing Address
(messageLayoutDummy)

Scope

Document Name
Function

Ste

Organzation
Responsbiity

Site

¥! Personalze

Card Holder - 5
CreditCardCreateRN_miRN o1
Credit Card

(CreditCardCreateRN_mIRN1) v
Card Brand 2
Expiration Date =
Name on Card
(messageLayoutSpce)
Financial Institution
Description

Statement Billing Address
(messageLayoutDummy)

Region: [orade/apps/cs/csz/ creditcards/webui/ CreditCardPG.HeaderRN
[oracle/apps/ cs/csz/ creditcards/ webui/ CreditCardPG

Credit Card Create/ Update Page

Include

Vision Operations

Field Service Dispatcher, Vision Operations

Region: /oracle/apps/cs/csz/ creditcards/webui/ CreditCardPG.HeaderRN
/oracle/apps/cs/ csz/ creditcards/ webui/ CreditCardPG

Credit Card Create/Update Page

Include

Vision Operations

Field Service Dispatcher, Vision Operations

16. To set the associated prompt for the IFRAME element, click the Update Item icon next to
the “Message Component Layout: (DetailContainerRN1)” element.

| Search

we [ &
RRS—
AR e e Ol
Go

Persanalization Structure

Sample View '@ Complete View
Expand 1 | Cobse a1

Focus Name
=] Header: (HeaderRN)

S Message Componert Layout: {CredeCardCreateRN)
Message Styled Text: Card Hokler
@ 4 Message Layout: (CredtCardCreateRN_mRN)
Message Text Inpue: Cred Card
4 Message Layous: (CredeCardCreateRN_mRNL)
Message Choce: Card Erand
Message Text Input: Expraton Date

Message Text Input: Name an Card

Scope Region: {orack/apps/ cs/csz/ creditcards  webul | CreditCardPG. HeaderRN
Document Name  [oracle/ apps s csz/ creditcards webui/ CreditCardPG

fincton  Credit Card Create/Update Page
See Include
Organizaton  Vision Operations

Resporsbiy  Held Service Dispatcher, Vision Operations

Secded

User Create Update Delete  User
Shown Personalizable Personalize Reorder Item Item  Item  Views
Yes

17. Then set the Prompt value to “Number” (without the quotes)
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Update Item

* Indicates required field

Level Site
Item Style Message Layout

Property Value
*1D CreditCardCreateRN_mIRN1

Admin Personalization | true :

Attrbute Set

|
Comments |
Extends ||
Prompt INumber
Rendered m
Scope |
18. Click Apply

19. The personalization page should now resemble the following:

Region: [oracle/apps/ csf csz/ creditcardsf webui / CreditCardPG. Header
oracle/ apps/ cs| cszj croditcards | webyi | CreditCardPG
Card Create/Update Page

Organizat

ganzation  Vision Oper:
Responsbiky

Operations
ield Service Dispatcher, Vision Operations

sy [ -
te/Prompt Text
Incude Personaized items Ok
Go

Personalization Structure.

Smple View @ Complete View

User Create Update Delete  User
Shown Personalizable Personalize Reorder Item  Item  Item  Views
Yes ] x

Focus Name.
) Header: (HeaderRN)

Yes
Yes
Yes
Yes
Yes
Yes
Yos

Message Tet Input: Expration Date

Message Text Input: Name on Card

1 Mess: essagelayoutSpoe)

Message Text Francal Insmuten

20. Click Return to Application link at the bottom of the page

21. Before using the personalization, you must clear your browser cache. You may also
need to clear Oracle’s cache via the Functional Administartor responsibility.

The final component for the solution is the HTML code for the IFRAME which will reside on the

CardConnect server used by your site. In the URLs below, please replace <site> with your Card
Connect site name.

The URL for DEV this resource when not using a swipe device (PANPAD) is https://<site>-

The URL for DEV this resource when using a swipe device (PANPAD) is https://<site>-

The URL for PROD this resource when not using a swipe device (PANPAD) is
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The URL for PROD this resource when using a swipe device (PANPAD) is

The server reference for the customer EBS server name must be changed in the script below by
updating the ebsHost value.

If the URL, servername or filename changes, please be sure to update the IFRAME reference in
Step 3 under “Configuring Card Related ltems” above.

The generic code for the IFRAME on the CardConnect server is included here for completeness
however no action is required on part of the customer to deploy.

<html>
<head>
<script>

// standard CardConnect tokenization elements —-—————————————————————

var ccnumCheck = "";
var win = window.parent;
var sourceURL = document.referrer;

var ccfield = "";
function nameField () {
ccfield = document.getElementById ("cardNumber") ;

ccfield.value = "";

var rand = Math.floor (Math.random() * 10000000) ;
var name = "ccnum" + rand;

ccfield.setAttribute ("name", name) ;

resetCard() ;

//return the base host URL for use when invoke web services
function getHostUrl() {

var protocol = window.location.protocol;

var hostname = window.location.hostname;

var port = window.location.port;

var host = protocol + "//" + hostname;

if (port) {

if (port=="8443") port = "443";
host = host + ":" + port;
}
return host;

}

function resetCard() {
win.postMessage ("value:cardNumber:EMPTY", sourceURL) ;
ccnumCheck = "";

ccfield.value = "";
ccfield. focus () ;

}
function getToken () {

var host = getHostUrl();

var untrimmedCcip = "";
var ccip = "";
untrimmedCcip = ccfield.value;
ccip = untrimmedCcip.replace (/*\s+|\s+$|[-/gm,"'");
if (ccip==null || ccip.length == 0) {

win.postMessage ("value:cardNumber:EMPTY", sourceURL) ;
ccfield.value = "";

ccnumCheck = "";
} else if (ccip == ccnumCheck) {
} else if (ccip.length >= 13 && ccip.length <= 19 && ccip != ccnumCheck ) {

var headID = document.getElementsByTagName ("head") [0];
var newScript = document.createElement ('script') ;

newScript.type = 'text/javascript';
var url = host + '/cardsecure/cs?action=CE&type=json&data=' + ccip;
newScript.src = url;

headID.appendChild (newScript) ;

} else {
if (ccfield.value != ccnumCheck) {

win.postMessage ("alert:Please enter a valid card
number.", sourceURL) ;

resetCard() ;



Post-Work

The following steps should be executed after defining the personalization:
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1. Set Profile Option: FND: Personalization Region Link Enabled = No
2. Set Profile Option: Personalize Self-Service Defn = No



CardConnect IFRAME Personalization for Sales Quote

This document is intended to serve as a guide to enable an XXPPS personalization to use an
embedded IFRAME to prevent credit card numbers from being entered directly into the Credit
Card Number field under:

e Sales User -> Sales Dashboard -> Quotes -> Shipping and Billing -> Payment

Pre-Work
The following steps should be executed before defining the personalization:
1. Set Profile Option: FND: Personalization Region Link Enabled = Yes
3. Set Profile Optoin: Personalize Self-Service Defn = Yes
Approach

The general approach to installing or enabling this personalization relies on the following 5 steps:

1. Insert JavaScript function definitions into the header of the target page
2. Add IFRAME tag to embed new credit card number field into page
3. Add a small script to hide elements

Please note: elements rendered in red in this document are location or server dependent. Please
be sure to update these values if the filenames, servernames or deployment locations change.

Page Layout

First let's examine the page and identify points for integration. The two arrows below will be
addressed as follows:

1. Personalization at page header to embed function definitions
2. Personalization on the “Shipping and Billing” tab to define when the iFrame is rendered

Sabes Dashbomd Home Logout Preierences Help Personakioe Page Diagrostics

I NSTE g Comtact Selectesd Sebect

Name g Comtact Selected_Seboct

s Costomnr Selected Sedect S NETE g Comtact selected

T ——
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Installation

Embedding Header JavaScript Function Definitions

We will begin with the steps required to enable the personalization for embedding the JavaScript
function definitions. To enable this personalization, please perform the following steps:

1. Visit the targeted page

2. Click on “Personalize Page” in the top right hand corner of the screen

ORACLE" ousting

Jof Tat 20191016

nn
Mo Comtact Seboctend Sedect

Products Pricieg  Shipping nd Billing Sales Team  Propessls  Approvals  Contract Terms  Sepplesment  Notwes and Tasks

v o
—_ Contact Name g Contact Sedocted Sebext

ABWS 100 5 P Quts Ao, SUNSIIVALE, CA 94083 | Seect
s | Sobact Comtact 1ame o Contact Sedocted_ Sebect

A 100 5 o Qs Ao, SUNNIVALE, CA SHGSS | Seboct

3. Change the personalization level to the site, change the tab to Content and click on the
pencil icon closest to the top

ORACLE" Aaueting

/iy Warning
Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.

Personalize Page: Update Quote:

* Indicates required field

 — |

Personalization Level |51te‘ Site I vl Go
Layout | Content -
Content

You can update the properties of different elements on this page. You can also add, create, remove or reorder ¢
e

lcurrency = US dollar

L)
Ja
Quote Name |Jeif Test 20191010
Customer Name Bay Circle Systems
Account Number 2123
Contact Name  No Contact SelectedSclect

Ja
) Show More Details

‘Pmduds Pricing Shipping and Billing Sales Team Proposals Approvals Contract Term

7+
=

4. Click on Create Item for the Page Layout: Upade Quote:

ORACLE" ousting

et

1 . may
2 Thes mag St

[Ty ——

| Persanskzation Contexs.

Oocaemant are

5.  Fill'in the following details on the Create Item form:
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4 @ odinprinpay.com8000/ 04

HTML/OA jspipage=/oracle

apps/Indframevark/personalization/webuifMainPGE,ti= 703253159 BuretainAM= Y BaddBreadCrumb= S&oape=17

Most Visited [ iStore Demo [ Oracle WebLogic Serv... | CardConnect Web Tok... da POST GO LIVE SUPPO...

ACLE Bill Management

Create liem
= Indicates requred fiakd

Level [stew

remstye [RawTet =]
Property Value
T3 I
Admn personaizaton [tue [=]
Attrbute Set
€55 Cuss
Comments
Data Type [varcuarz =]
Export View Attribute [

extands |

Intal Sort Sequence [none [

o wrap [Fate [=]
Prompt

Rendered [true [=]
Scope A

search Alowed [ alse [=]

Sort Alowed no -

Sort By View Atmbute [

Tox \

Total vaue

fake [=
User Personalzation | fabe [ =

I

I

View Attrbute

View Instance

Item Style Raw Text
ID xXppsARIFRAMEScript
Text Replace <1rrave varve rrom aBoves in the below script

with the necessary URL from the table below. Replace
https://<site>.cardconnect.com with the correct site,
adding -uat if appropriate. Once the two values are
updated, paste in the entire copy and paste the script
into the Text field.

For example, if bobsauto were to use SRED devices in
DEV they would replace: src="<IFraME VALUE FROM ABOVE>"
and nttps://<site>.cardconnect.com

anh:src="https://bobsauto—
uat.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html"

an(ihttps://bobsauto—uat.cardconnect.com

DEV (Non-Swipe device):
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer_ base.html

DEV (Using swipe device):
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html

PROD (Non-Swipe device) :
https://<site>.cardconnect.com/c/ccIFrameTokenizer base.html

PROD (Using swipe device) :
https://<site>.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html
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<script> function clearCard() { if (document.getElementById("QotCCiFrameTbl").rows.length
== 0){ document.getElementById ("QotPmtCrdCrdNum") .readOnly = false;
document.getElementById ("QotPmtCrdCrdNum") .value = ''; if (document.fireEvent) ({
document.getElementById ("QotPmtCrdCrdNum") .fireEvent ('onchange'); } else { var event =
document.createEvent ("HTMLEvents"); event.initEvent ("change", true, false);
document.getElementById ("QotPmtCrdCrdNum") .dispatchEvent (event); } var iFrameTbl =
document.getElementById ("QotCCiFrameTbl"); var iFrameTblRow = iFrameTbl.insertRow (0); var
iFramelLabel = iFrameTblRow.insertCell (0); iFramelLabel.innerHTML = '* Credit Card Number';
var iFrameTokenizer = iFrameTblRow.insertCell (1); iFrameTokenizer.innerHTML = '<iframe
id="xxppsIframe" marginwidth="0" scrolling="no" height="32"frameborder="0" src="<IFRAME
VALUE FROM ABOVE>" allowTransparency="true"></iframe>';

document.getElementById ("QotPmtCrdCrdNum _xc_") .style.display = "none"; } } function
getOptionsValue (target, targetText) { var optionText = ""; var targetOptions =
document.getElementById (target) .options; for (var i = 0; i < targetOptions.length; i++) {
optionText = targetOptions[i].text; if (optionText targetText ) { return
targetOptions[i].value; } } return; } function maintTabOrder(e) { var keycode =
e.keyCode; if (keycode==9) { iframeWin =

document .getElementById ("xxppsIframe") .contentWindow;
iframeWin.postMessage ("focus:ccnum", "https://<site>.cardconnect.com"); return false; }
else { return true; } } function listener (event) {

document .getElementById ("QotPmtCrdCrdNum") .readOnly = true; if (event.data!=null) { var

actionEnd = event.data.indexOf (":"); var action = event.data.substring(0,actionEnd) ;
switch (action) { case "focus" : var target = event.data.substring(actionEnd+1l) ;
document.getElementById (target) .focus(); break; case "alert" : var msg =
event.data.substring (actionEnd+1); alert (msg); break; case "value" : var targetValuePair
= event.data.substring(actionEnd+1l); var targetEnd = targetValuePair.indexOf (":"); var
target = targetValuePair.substring (0, targetEnd); var value =

targetValuePair.substring (targetEnd+1); if (value == "EMPTY") {

document .getElementById (target) .value = ""; alert ("Value is empty!"); } else { if (target
== "NewCreditCardExpMonth") { document.getElementById("QotPmtMonth") .value =
getOptionsValue ("QotPmtMonth",value); } else if (target == "NewCreditCardExpYear") ({

document.getElementById ("QotPmtYear") .value = getOptionsValue ("QotPmtYear",value); } else
{ document.getElementById ("QotPmtCrdCrdNum") .value = value; } } break; default: break; }
} } if (window.addEventListener) { addEventListener ("message", listener, false); } else {
attachEvent ("onmessage", listener); } </script>

6. Once complete, your page should look like the following:

RACLE" auoti I"]

i\ Wamning
Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.
Update Item
* Indicates required field
Level Site
Item Style Raw Text
Value
* 1D xxppsARIFrameScript
Admin F lization |true v
Attribute Set |

CSS Class

Comments

Data Type VARCHAR2 ¥

Export View Attribute

Exdends | |

Initial Sort Sequence

No Wrap W

Prompt ‘ |
Rendered true V

Scope ‘ |
Search Allowed false v

Sort Allowed ne w

Sort By View Attribute \ |
Text ‘<s(npt> function dearCard() { dacument.gerEIementhId(“OuthtCrdCrdNumfx:J
Total Value alse v

User Personalization | false v

View Attribute

View Instance

|

7. Click Apply and select Reorder on the Page Layout: Update Quote



ORACLE" auting

1 Weering
Loggmy # turved 0.
Hecrcmnbse Fage sty

Sengle Vi ® Camgiete View
st | e st

Sowied |
e Upsdate Dedets o
Focan Hame. B Tim e B Views
Page Layent: Upéate Custe > P

Find the value that begins with <script> and move it to the top of the list. At the end it
should look like the following:

ORACLE" austing

1 Waerieg

Thes may tempararty
Rceies Comtmats o Page Layout. Update Guote

Surce Page. Update Quote.
Nome

tr Inchade

Embedding Elements to Payments Section

Return to the Update Quote personalization page and click the pencil right above the
Payments section

ORACLE" auoting

Sales Dabboard. Home Logeut B

Personscston Lve [ i <=
Content.

Yo ean updale U properties of Sfferent elements on IS page. You Lan abin 04, €reale, remene of raorder contents From differend regions on the page. To rearange conlents atross iferest region:
etst firs emowe thern from their currens locafion an then add them insid the new destination region.

vy = o dlar
EE X

Quate Hame status v Quots Number 17076 Yerson 1 of
Custormer Name. By Clcle Syotams Oppartunity Name = ~ Expuation Dats 2
Account Mumber 2173 i 1700015}
Cantact Name  Wo Gontact =1 Salus Channe = Ameaurt 0.00
78
# Shows Mure Detal

| Products_pricing | Shippieg and Biling  Sales Toam | propasaks  Approvals. Gomtracs Terms
F+ 0

Supplement  Notes and Tasks

Aabdeossos:

Copey the Quote's Custemer, Contact and Address To: ¥ [Ga
i Shipping
Customer Name By Orcls Systams | Select

Coetact Name Mo Contact Selected | Soloct
Account Number

AGGNESS 100 < e Qaks Avenye, SUNNYWILE, CA 4085 | Scect
Billing

Customer Mame oy Cicle Systems | Selec

Costact Name Mg Contact Selected| Seiect
Account Munber

AGOROSS 10 & Fo Diaks Aveus, SUNNYVALE, CA 04085 | Soloct
- End Customer

CUSIOMST W3M8 o Custormer Sebected_5elet

Contact NamE g Contact Selected_5aloct
Account pamber

AIESS o Address Selected 5ol

= Shipping

Raquest Datn Type ~
Requested Date.

(s 70015}
shipping Method
Shipment Priorty ~

Demand Class v Fres On Board (FO)

Frosght Terms v Packing Instrucmans
Shipping Instructions

P ]
= Payment

Paymant Torms |10 -
PG Humber
Faymant Typo v

Choose Context | | Manage Levels |
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2. Click on Create Item for Flexible Content: Payment

ORACLE" auoting

1 Warning
1 ™
2 e
Personalize Page Nietaschy
“crpe Page: Update Quate:
e Inchude
Sumgie View @ Comglete View
Exmand M | Calaose A
User Oremte Updots Ou
Focus Mame. ‘Shown Perscnalizabh Personalize | R ]
Fiesitie Cortont: Paymart Yo Y , T %
@ vace Show Meader: Payment
Y 3 e Livout: (QUANASISMIPIERN. Quid S PthN) Yoo
o # Cel Farmat: (QuirdrSPoBMPTItRN. QotPrIeFPPPCERRN ves
Y < ol Format: (QotsrSAORRPIRRN. QatPCCCCRRN) Yos 7 <

°  Cell Format: (QoUKrSAORRPIAN, QUUTHCCTHRRN)

3. Fillin the following details on the Create Item form:

| @ orin prinpay.comB000/0A_HTML/OA jsplpage=oracle/apps/ nd/framework/personalization/webui/MainPGEL = 7032531 59 BuretainAM= Y EcacdBreadCrumb= SBioape=17

Maost Visited [ iStore Demo _ Oracle WebLogic Serv... _ CardConnect Web Tok... & POST GO LIVE SUPPO...

ACL E Bill Management

Create em
* Indicates requred field

Level [ste=

memstle [RawTex =]
Property valie
‘o
Admin Persanatzation [true [=]
Attribute Set
CSS Class
Comments [

Data Type VARCHARZ [z

EXport View Attrbute |

Extends.

Intal Sort Sequence [none =]
o Wrap [Fabe =]
Prompt.

Rendered [true [=]
Scope [-

search Alowed [false [=]

Sort Alowed no a

Sort By View Attribute |

Tex
Total Vae [Fabe [=]
User Personazation | fake [ =]
View Attrbute

View Instance |

Item Style

Raw Text

ID

xxppsRenderlFrame

Rendered

SPEL

SPEL value

${oa.QotHdrShipBillPVOObj.PmtCCRen}

Text

Replace <irrave varue rrom asoves in the below script
with the necessary URL from the table below. Once
the value is updated, paste in the entire copy and
paste the script into the Text field.

For example, if bobsauto were to use SRED devices
in DEV they would replace: src="<1rraMe vaLue From

aBovE>" With: src="https://bobsauto-
uat.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html"




DEV (Non-Swipe device):
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer_ base.html

DEV (Using swipe device) :
https://<site>-uat.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html

PROD (Non-Swipe device) :
https://<site>.cardconnect.com/c/ccIFrameTokenizer_ base.html

PROD (Using swipe device):
https://<site>.cardconnect.com/c/ccIFrameTokenizer SWIPE base.html

<script> if (document.getElementById ("xxppsClearCard")) {

document.getElementById ("xxppsClearCard") .style.display = "none"; } if
(document.getElementById ("QotPmtCrdCrdNum") .value == undefined ||

document.getElementById ("QotPmtCrdCrdNum") .value == null ||

document.getElementById ("QotPmtCrdCrdNum") .value.length == 0) { var iFrameTbl =
document.getElementById ("QotCCiFrameTbl"); var iFrameTblRow = iFrameTbl.insertRow (0); var
iFrameLabel = iFrameTblRow.insertCell (0); iFrameLabel.innerHTML = "* Credit Card Number";
var iFrameTokenizer = iFrameTblRow.insertCell (1); iFrameTokenizer.innerHTML = '<iframe

id="xxppsIframe" marginwidth="0" scrolling="no" height="32" frameborder="0" src="<IFRAME
VALUE FROM ABOVE>" allowTransparency="true"></iframe>'; } else {

document.getElementById ("xxppsClearCard") .style.display = "inline"; }
document.getElementById ("QotPmtCrdCrdNum") .readOnly = true; </script>

4. Once complete, your page should look like the following:

£\ Warning
LLow-level Diagnostic Logging is turned on. This may temporarily reduce performance.

Update ltem
* Indicates required field

Level Site

Item Style Raw Text

Property Value
*ID xxppsRenderlFrame
Admin Personalization [true v
Attribute Set [ ]
(CSS Class | ‘
Comments | ‘

Data Type VARCHAR2 Vv

Export View Attribute | 1

Extends

Initial Sort Sequence

No Wrap ’m

Prompt [ ‘
Rendered [true ~|

Scope | ‘
Search Allowed

Sort Allowed | no e

Sort By View Attribute ‘
Text <script> document.getElementByld(osnpClearCard”).style.display = "none”; var p]

Total Value M
User Personalization |false ™

View Attribute [ ]

View Instance | ‘

5. Click Apply and select Create Item on the second cell
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Presonsize Page ierarchy

Scope Page: Update Quotr:

Do NaTefOractef 3508 ot uet s et Qe Ut ISP
S Tnchde

 mge e Complens View
Espind Al | Collagia A1
S
oo Gt Update Duletn U
o Shoum ersonaliatie Pressnalie eorder e e o e
= Fastle Conpat: amact e e FECIE
S 3 bhtn St e Paymt e z a
PR e — e 7 [ma
° . ” )
* ]l Fomce: QoA QPCECCH) s /s % e
* 3 Coll Formas (i ShgBRPTIR QoPTeCC N os » a
o Tt <5t U Rk TR T e i = TNt BTy = o, eSO b (BTG == REDIT R (Ve
et e i e e | in vdon = a1 o i et == )
o rdu) readOrdy = !Q'Qdﬁmcntmm\_;c_ﬁmm = "none”; war FrameThi = mmnrvl lnii-mlt(ld
L'Qm':ﬂh:vullf),un rvmmm- Ivmmb«mm:uvnﬁm—zhd ﬁm.rmmwmm’.‘ﬂ) FrameLabel ineHTNL = " Crodk Card humber”, var Frama] e 7
A A == =
S ranar ) i svadony - v
ol e e
P

Fill in the following details on the Create Item form:

T Oracle WebLogic Serv... —

DRACI_g Bill Management

Create tem

4 | @ odin prinpay.comA000/04_HTML/OA jspipage=/oracie/apps/ind/framewark/personalization/webui/MainPGEL 1i= 1032531 598uretainAM= Y &addBresdCrumb-=S8ioape=17

| CardConnect Web Tok.. & POST GO LIVE SUPPO...

* Inducates requred field

Level [sre=

rem style [Raw Text -

Property Value

B ]

Admin Personatzation [ true [=
Attribute Set |

css Chss |

Comments |

D3t Type [varcarz =]
Bxport View Attrbute

Extends

Inital Sort Sequence [none [
Mo Wrap e [=

Prompt \

Rendered [true [=]
scope T

search Alowed [Fase [=]

sort Alawed o -

Sort By View Attribute

Text

Total Vaue Fabe [=

User Personalzation | false

View Attrbute |

View Inszance |

Item Style

Raw Text

ID

xxppsiFrameTbl

Prompt

xxppsiFrameTbl

Rendered

SPEL

SPEL value

${oa.QotHdrShipBilPVOObj.PmtCCRen}

Text

Copy and paste in the entire script below

<table class="XXSNP SQ" width="93%" id="QotCCiFrameTbl" border="0" cellSpacing="0"

cellPadding="0" style="margin-left:

53"> </table>
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7. Once complete, your page should look like the following:

ORACLE" auoting

A Waming
Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.
Update ltem
* Indicates required field
Level Site
Item Style Raw Text
Property Value
* D xxppsiFrameTbl
Admin Personalization
Attribute Set \ |
(S5 Class ‘ |
Comments ‘ |
Data Type VARCHARZ Vv
Export View Attribute ‘ |
Extends ‘ |
Initial Sort Sequence
No Wrap false v
Prompt ‘)ocppsiFrameThl |
Rendered |SPEL V|${0a.QotHdrShipBillPVOOb].PmtCCRen} |
Scope ‘ |
Search Allowed
Sort Allowed no v
Sort By View Attribute | |
Text ‘<tahle class="XXPP5_SQ" width="93%" id="QotCCiFrameThl" border="0" ceIISpacir|

Total Value
User Personalization

View Attribute

View Instance

8. Click Apply and select Create Item on the second cell

Prasansllee Poga Wiersechy

Seape Puges g e
Dot Marra foracie appei ot st s et Qet QuoteDet DG
Stn Tnciede

g e ¥ Comgie View
Esnd A | cotasse

Shows permnalirsbis Peronalirn Reorder e Ttem  Trem
i P Coeant: Papmant e vm 2
G | e St Header: Fayment s

o S oG e ey

R Tt o
(e, e, i

9. Fill'in the following details on the Create Item form:
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4 | @ orlinprinpay.com:8000/04_HTML/ O jspTpage=/oracle/apps/ind/framework personalization/webui/MainPG8. ti=T03253159 SuretainAM= Y BcaddBreadCrumb= S8ioape=17

2 Most visited [ iStore Demo [ Oracle Weblogic Serv... (. CardConnect Web Tok.. & POST GO LIVESUPPO...

ACL_E Bill Management
ons-A. C. Networks-1143

Create liem

= Indicates requred fiakd

Level [stew

remstk [RawTer =]
Property value
- I
Admn personaizaton [tue [=]
Attribute set
55 Cass
Comments
Data Type [varcuarz =]
Export View Attribute [
extands |
Inttal Sort Sequence [ none [l
o Wrap [Fse [=]
Prompt
Rendered [true [=]
Scope .
search Alowed [ alse [=]
Sort Alowed no -

Sort By View Atmbute [

Tox \

Total vaue fake [=
User Personalzation | fabe [ =

View Attrbute

View Instance

Item Style

Button

ID

xxppsClearCard

Destination URI

javascript:clearCard()

Prompt

Add new card

Rendered

SPEL

SPEL value

${oa.QotHdrShipBillPVOObj.PmtCCRen}
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10. Once complete, your page should look like the following:

ORACLE" auoting

/& Warning
Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.
Update ltem
* Indicates required field
Level Site
Item Style Button
Property *Value
* 1D xoeppsClearCard
Access Key |
Additional Text |
Admin Personalization true .
Attribute Set |
CSS Class |
Comments. |
Data Type VARCHAR2
Destination Function |
Destination URT Ijavascnpt:c\earcard[}
Disable Server Side Validation |false| v|
Disabled false |w
Export View Attribute
Extends

Horizontal Alignment

Popup Enabled

_r_“"g__
ag ]]
<l <]

Popup ID

Popup Render Event onClick

Prompt |Add new card

Rendered [SPEL|w |[${0a.QotHdrShipBilPYOObj.PmtCCRen}
Scope [-

Target Frame

|
View Attribute [
|

View Instance

Warn About Changes true .

Modify Elements to Payments Section

11. Select Reorder for the second cell

Prasonaltzn Poge Hiearchy

Scop o Upedats Guele:

Cocament bsme
S

Include
g vaw® Compta e
xpand o | e
St
e Creatn Upatne Dot ior
Focus Name: Steown Persanallable Fersonize Reorder Tiom  Tem  Hem  Views
= Fieste sament: Pagmere E—— Z | m
SYereP——— ™
S OowLaen Qomashpetpmn Qo) e s |
> 1 ol Fremat: (0ot PN ColPmIFFCEIRN) e
o ) Coll e, (O MR, QTN e s | ula
Bt ko crd = ; T
Faw Text: mppapramETH e - \ ]
Y 5 Mersage Cumpenent Lagost: [ Qo SIGEAI ARV i CTTHSGETYRN) - s m a

12. Move Add new card and xxppsiFrameTbl to the top of the list
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ORACLE" Aquoting

£ Warmning
Low-level Diagnostic Logging is turned on. This may temporarily reduce performance.
Reorder Contents of Cell Format: (Qof il .QotPmtCCCCellRN)
- Personalization Context.
Scope Page: Update Quote:
Document Name cle/apps/qot/quote/ / i/
Site  Indlude
Site
S [Vl Personalize
Add new card 2
oxppsiFrameTbl %)
(QotHdrShpBIIPMERN. QotPmtCCCOMsgCmPRN)
=

13. Click on Personalize for Credit Card Number

Porscmallzs Pago Hioraschy

Scope Region: Shipping and Billing
Document Name
St Inchude

O Sirples View @ Complets Ve
Expand e | Collape 2

[r— Shoun perscmslible ersonalzs Reorder
= Fieible Comtents Fayment Ve Ve - w
@ | Eva0n Show Header: Paymest ves F
& (5w Layeut: (QUiHdrShpBIPIRH QtHPaRRN) e 7 2
Py 3 Cell Format: (Qoth Sy ilPmeh N ntPTEPPPCEARN) e -
@ 3 Ol Format: [Q64HShiIPahN CotPTCECCIRN) Yoo - )
Button: ddd new card -
e Test: oppeiFrameTtl 7
@ =) Massage Comgonari Layou: (ot St QotFiCCHsGCmeliN) Yo 7 E)
Message Tent Enpet; Crodt Card Number — 7
Message Teat Input; Check Mumber 7
Massags Chica: Cradi Card Brand e
Message Tent tnpet; Securty Code -
* 5 Col Format: ot ShiplibrthN.CotPtCECAIRN) e »
S T <script exppClearCart™) { documet. CleanCad") syl dplay = “ona”;  var e Typeialus = document. gt BemereByd
[ QotPmEType) v f {payTypealue == "CREDIT_CARDY") { [ Gocorment gelElementy1o[ CotFrmt i vlue == undefied | document getem eyl QotPrtCrdCriNlum) v
el Jenith == 1) . ;v Fame TR = . ; ”,

FrameThiRov,reertCa(U]; FrameLabel e HTML = *= Cradi Card Nusmber”; var
sarelbng="na" height="32" rama border="0" src="

et = “<iframe H="ogpslirame" m
Bass. i At < Rramas’; ) alse { documant gatElemsntByld

cel1);

(FeappsCiasrCand").tyk. Asplay = “Wiing"; ) } dotumene qeeEl et 1o{“QupmaCTACTeN ) rass0nly < truE; </scrpt>

Return to Prrseeals Page

e

fel

14. Edit the Prompt value to read Token on file

Porsonalize Message Text Input : Cradit Card Number

= Context:
Scope Region: Shipping and Billing
Stz Include
Properties
Clear Personalization [ v] [Go] | Choose Levels Displayed
Original Definition Site: Result [ Source:
Aocass Key Defalt fimhers % Default/ Original Defiition
Additional Text Default [ohere 5 Defauit / Original Definition
‘Admin Personalization true [inherit ] = rue / Original Definitian
€SS Class Default et 5 Defautt/ Original Definition
Destination Function Default fimbert % Default/ Original Definition
Export View Attribute Default [inherie 5 Default/ Original Definition
Initial Value Default [mherit % Default/ Original Definition
Length Default fovert™"""5 Defauit / oniginal Defnition
LLong Tip Region Default [tnherit 5 Default / Original Definition
Maximum Length 240 [ohert = 240 / original Definition
| Prompt Credit Card Humber Troken of fie 5 Tokenaffile | Site |
Read Only $(03.QotdrShipBIIPVODG] PmtR0} | Inherit ¥] 5 '#{0a.QathdrShipBilPVOOb).PMERD} / Original Definition
Rendered $(03.GotirShipBIIPVOOR) PmtcCRen [19hent ] 5 ${0a.QotHdrshipBAIPVOOb). PmiCCRen} / Original Definition
Search Allowed false [inhent ] = false | Original Definition
‘Selective Search Criteria false [inherit ] = false / Oginal Definmon
Sort Allowed no [inherit w5 no / Griginal Definitian
Tip Message Name Default Inherit @ 5 |Defaut / Original Definiion
Tip Typenone [imhent  ~x none / Original Defintion
Total Value false: Inherit ] faise / Original Defindion
User Personalization fatse [inhent[~] = false / Original Definition

Clear Persanalization ~] | Ga | | Choase Levels Displayed

#TIP The table raws show the persanalizable propertiss for the object. Table columns shaw the persenalization levels for each property. Any property set to inherit will assume its valus from the next highest level.

15. Click Apply and select Reorder for the Message Component Layout:
(QotHdrShpBIillPMtRN.QotPmtCCCMsgCmpRN)
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[ ——

16. Move Token on file to the top of the list

Reorder Contents of Message Component Layout: (QotHdr ShpBillPmtRN.QotPmtCCCMsgCmpRN)

Scope Region: Shipping and Billing
Document Name  /oracle/apps/qot/ [webui/

site Include

site

[ Personalize

Token of fle 2
Check Number
| Credit Card Brand

Post-Work

The following steps should be executed after defining the personalization:

1. Set Profile Option: FND: Personalization Region Link Enabled = No
2. Set Profile Option: Personalize Self-Service Defn = No



Internet Explorer Settings

To ensure that Internet Explorer renders the iframes correctly, we recommend that the browser security
settings be set at Medium-high.

General | Security |F‘ri'uacy | Content I Connections | Programs | .ﬁ.d'uan::ed|

Select a zone to view or change security settings.

0@--]@

E Local intranet  Trusted sites  Restricted
sites

Internet

q This zone is for Internet websites,
except those listed in trusted and
restricted zones.,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
= - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

nﬁn Some setlings are managed by your system administrator.

Ok ] [ Cancel
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